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The popularity of Generative artificial intelligence (GenAI) has recently taken off by storm, with 
GenAI being incorporated into a diverse variety of industries, including banking, healthcare, 
autonomous system, and IoT. GenAI has proven useful in applications such as media generation, 
copywriting, code generation, and conversational/writing assistants, as it dramatically enhances 
efficiency and speed, personalization, creativity, data analysis/synthesis, design, and content 
creation, to name only a few of its attractive benefits.  

GenAI allows users to input diverse prompts in natural language and generate new artifacts, as 
opposed to decisions which discriminative models produce. GenAI models utilize neural 
networks to identify patterns in pre-existing, unlabeled data, and are trained via unsupervised 
and semi-supervised learning approaches. They are powered by foundation models such as 
LLMs, GANs, VAEs, Multimodal, and Stable Diffusion.  

Unfortunately, due to the opaque, complex algorithms behind ML and DL models, it is 

challenging to understand their underlying structure to comprehend how they work, making 

them black-box. Catastrophic failures and unwanted biases in the algorithms can therefore 

result because humans cannot predict how the algorithms will react to novel inputs. AI powered 

systems are thus at risk of security attacks, which can leave humans, machines, robots, and data 

defenseless.  

Consequently, there are several ethical and social concerns associated with GenAI models, 

including “lack of interpretability, bias and discrimination, privacy, lack of model robustness, 

fake and misleading content, copyright implications, plagiarism, and environmental impact 

associated with training and inference of generative AI models”. [1] 

For example, although LLMs have demonstrated strong reasoning ability and inspired many 

previously unimaginable applications, they are rooted in the concept of emergent capabilities in 

which machines statistically learn complex patterns from code data. [2] Therefore, LLMs are 

susceptible to prompt injection attacks where the model is manipulated to perform unintended 

actions or generate malicious content [3]. This vulnerability is a significant concern as the 

adoption of applications that integrate LLMs grows globally.   

Furthermore, the integrity of information ecosystems worldwide is profoundly threatened due 

to proliferation of deepfakes and the spread of misinformation caused by generative AI based 

on large models that craft seemingly convincing yet fabricated content. [4] 
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Therefore, when deploying LLMs and other GenAI models, there is a critical need to adapt AI 

model governance and responsible AI practices to ensure there are robust, comprehensive, 

and multi-faceted defense strategies implemented that evolve in parallel to the advancement of 

frontier AI, to protect these cutting-edge yet vulnerable models from attacks.   

This is where model interpretability and explainability can have a significant impact.  

Interpretability refers to the extent to which a cause and effect can be observed in a system, 
meaning users can understand a model’s reasoning. In contrast, explainability is the ability to 
describe the internal mechanics, parameters, and architecture of a system, meaning users 
comprehend how and why a particular output was generated given a certain input.  

Therefore, interpretability is critical for building trust in and debugging a model, allowing 
users to verify that the model is making decisions for the correct reasons, whereas 
explainability is crucial for improving and refining models, providing insights into how the 
model works to guide users in improving its performance.  

Unfortunately, due to the complex, non-linear nature and high dimensionality of the parameter 
space of deep generative models, achieving both interpretability and explainability is 
challenging.  

To further complicate matters, the interpretability of AI models is often inversely correlated with 

their reliability and predictive accuracy. This is demonstrated in the diagram from DARPA XAI 

research showcasing that although the highest explainability levels are achieved by support 

vector machines, ensemble models, and decision trees, they have the lowest predictive 

performance. In contrast, for deep neural networks, the opposite is true. [5]  

[5] 

Currently, model-based, post-hoc, and interactive explainability approached are employed in 
practice, achieved through methods including feature attribution, rule extraction, 
counterfactual analysis, perturbation-based, backpropagation-based, and gradient-based 
saliency maps, and feature inversion methods. However, XAI faces challenges such as a lack of 
uniform measurements and evaluation procedures, interpretable data, and domain-specific 
expertise, which gives rise to ethical and social consequences of XAI, including bias, 
accountability, and transparency. [6] 
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Therefore, there has been extensive research conducted in attempts to generate interpretable 

GenAI models that do not sacrifice performance, reliability, and accuracy.  

For example, to mitigate risks stemming from AI-Generated Content, one study proposed a 

framework integrating advanced detection algorithms, cross-platform collaboration, and policy-

driven initiatives, that leveraged multi-modal analysis, digital watermarking, and machine 

learning-based authentication techniques, as a defense mechanism from deepfakes, 

misinformation, and disinformation. [4] 

INTERACTION (explain aNd predicT thEn queRy with contextuAl CondiTional varIational autO-

eNcoder) was a generative XAI framework proposed in another study, which presents model 

explanations in two steps: Explanation and Label Prediction, and Diverse Evidence Generation. 

Experiments using the Transformer architecture demonstrated that this two-step approach 

helped account for the diversity of human thoughts in language in which traditional XAI with 

natural language processing approaches that deliver a single explanation, fail to account for. [7] 

[7] 

Sampling - Variational Auto Encoder (VAE) - Ensemble Anomaly Detection (SVEAD), was a hybrid 

architecture proposed in another study, that attempts to understand the outputs of AI models. 

SVEAD compresses data using VAE to a lower-dimensional space, then combines outputs of 

various anomaly detection models, leveraging ensemble techniques, to identify anomalies in 

complex datasets. By combining VAE with ensemble stacking and SHapley Additive exPlanations 

for imbalanced classification, SVEAD proved to lead to superior model performance and an 

easily explainable framework, as model interpretability is achieved using SHAP combined with 

Permutation Importance and Individual Conditional Expectations. [8] 
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[8] 

Another study proposed a framework that “incorporates innovative techniques designed to 

ensure representativeness, interpretability, and robustness”, to evaluate the resilience of Large 

Language Models to prompt injection attacks. 115 stimulated attacks based on coverage and 

relevance were chosen to ensure representativeness, and the responses generated from the 

attacks were assessed by a second LLM for increased interpretability. A confidence score and 

explanation were therefore produced, which is not possible by conventional malicious content 

classifiers. Finally, attacks with greater impact were assigned higher weights to compute a 

robust resilience score of the application. Results showed that newer models exhibit higher 

resilience than older models, which aligns with the prevailing notion. Additionally, to 

accommodate for emerging attack classifications and techniques, minimal adjustments were 

needed, which showcased the frameworks versatility. [3] 

[3] 
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In LLM performance interpretability, the role of Casal Inference has largely been overlooked by 

previous benchmarks that highlight the difference between generated and expected source 

code produced by LLMs in generative software tasks. However, accuracy is equally influenced by 

confounding variables, including lines of code, number of tokens, and prompt size. Therefore, 

one study proposed a benchmarking strategy, Galeras, to aid in interpreting LLM performance, 

which was composed of curated testbeds for code completion, summation, and generation. 

Results demonstrated that confounding bias can be reduced by casual inference evaluations, 

enabling an interpretable solution for analyzed accuracy metrics. [2] 

  [2] 

xAI-Generative Adversarial Networks (xAI-GAN) was an architecture proposed in another study, 

in which xAI systems were used to modify the gradient descent process, to help overcome the 

resource and data-intensive training process shortcomings associated with GANs. xAI-GAN was 

demonstrated to help the discriminator be more easily fooled by the generator to produce 

"richer" corrective feedback regarding why the discriminator made its classification. xAI-GANs 

were shown to outperform GANs trained on Differentiable Augmentation (which helps make 

GANs data-efficient), and that superior results could be achieved by combining both techniques, 

giving users more control over the learning process of models. [9]  

[9] 

In safety-critical applications, the explainability of black-box deep neural networks is of utmost 

importance, and CounterFactual (CF) explanations, which compute the minimum input 

modifications required for the model’s decision boundary to be crossed, have emerged to be a 

promising approach for interpretability. Unfortunately, instead of concentrating on DNNs 
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discriminative features, user-selected features that may not lie near the decision boundary are 

currently used in deep generative CF models, contradicting the objective of CFs. [10] 

To overcome this shortcoming, a study proposed SAFE: Saliency-Aware Counterfactual 

Explanations, which leveraged a cycle-Generative Adversarial Network guided by saliency maps 

to generate informative CF explanations and highlight the most salient regions of the input 

which play a decisive role in determining the ML model’s output, to subsequently only alter 

regions given the complement label that lie close to the decision-boundary. Results 

demonstrated SAFEs superiority to other state-of-the-art models in several CF metrics, such as 

proximity, sparsity and validity. [10] 

[10] 

Furthermore, in domains where human expertise is critical, it is crucial that deep learning 

models are precise and interpretable. Therefore, one study proposed a clinician-in-the-loop, 

prompt-based XAI tool, that achieved high accuracy, precision, and transparency. It integrated 

several DL models, a fine-tuned LLM system, and XAI techniques including Integrated Gradients, 

Layer-wise Relevance Propagation (LRP), and DeepLift, to highlight the model's decision-making 

regions with generated heatmaps, that increase the diagnostic processes interpretability. A 

chatbot using a pre-trained language model and an image retrieval feature was also created to 

offer an intelligent conversational agent for medical inquiries. [11] 
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[11] 

Another study combined Markov logic networks (MLNs), for logical medical reasoning, with 

external knowledge extracted using LLMs and a search engine, for automatic knowledge 

acquisition and formulation, to improve interpretability and accuracy for explainable medical 

decision-making and produce transparent and trustworthy automated medical diagnostic 

systems. Specifically, a set of first-order logic (FOL) rules was generated which became a crucial 

component for the MLN-based diagnostic algorithm. This framework used neural methods for 

comprehensive patient information extraction, and interpretable symbolic reasoning for 

diagnosis, providing understandable reasoning for its decisions while maintaining the accuracy 

of deep neural networks. [12] 

 [12] 
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In the economic industry, real-time tracking of economic indicators about public behaviors using 

social media data has previously relied on linear, simplistic models that provide limited 

exploratory power or insights into why these predictive methods work. Therefore, a study 

proposed Group Additive Gaussian Processes, a novel interpretable ML model based on 

Gaussian Process regression, to provide a robust non-parametric Bayesian learning framework 

and calibrated uncertainty measures with its predictions, and was shown to generalize well in 

scenarios with limited training data. [13] 

Finally, in reinforcement learning, to both explain an agent’s observations and interpret the 

relationships between agent states and actions, one study proposed a fuzzy centered 

explainable network (FCEN). FCEN established if–then rules to formulate state-action mappings 

with human-understandable logic, and a generative model to visualize learned knowledge, 

leveraging the interpretability of fuzzy neural networks. Experimental results proved high level 

performance in RL tasks, and both global explainability, achieved by fuzzy rule visualization, and 

local explainability, fulfilled by the attention mechanism of the CCT extractor and the FNN inner 

states, of RL agents’ decision logic was boosted. [14] 

  [14] 

In conclusion, GenAI is exploding in popularity across the world, becoming implemented in a 

diverse range of industries and applications, and the possibilities for innovation seem endless. 

However, the rapid explosion of GenAI does not come without risks or potential drawbacks, 

due to the complex, black-box nature of GenAI that makes these models vulnerable to 

misgeneralization, hallucinations, biases, and adversarial attacks.  

Therefore, when building GenAI models, interpretability and explainability is of utmost 

importance, to ensure these models are trustworthy, transparent, perform the way they are 

intended to, and have a high degree of resilience against deepfakes, disinformation, 

confidential data leakage, and other threats. 

Several studies have investigated novel ways of trying to build resilient, trustworthy, and 

explainable GenAI models that don’t compromise on performance, and have investigated their 

interpretability. However, no method has been widely deployed into practice, showcasing that 

there is still a lot of work and research to be conducted in this vital field.  

Before the world fully embraces GenAI to help solve the most pressing issues plaguing the globe 

and increase the proficiency of humankind, widely accepted responsible practices and a global 
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consensus on the ethical usage of GenAI must be achieved, as well as proactive cyber-wellness 

programs to increase public awareness of the potential risks associated with GenAI to help 

safeguard citizens. This is especially the case for safety-critical applications and high reliability 

systems, where GenAI models that make incorrect predictions or are jailbroken could lead to 

catastrophic outcomes, but also have the potential to make revolutionary breakthroughs.  

I therefore believe that going forward, it will be essential that standardized interpretability 

and explainability metrics are implemented and rigorously followed so that GenAI models can 

be deployed with confidence, and that the assessment criteria will be incorporated to 

differing degrees depending on the application industry and type of GenAI model.  
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